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Detailed Action 

Claims 1-10 have been examined. 
Claims 1-10 have been rejected. 

Claim Objections 

1 . Line 1 of Claims 3, 4 and 8 start With "The method of debugging..." These claims 
are independent and should begin with "A method.." 

2. In Claim 4, line 25 (on the page), the temi "the debugging process" is used. This 
term lacks antecedent basis. 

Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

3. Claims 1-2, 5 and 7-10 are rejected under 35 U.S.C. \ \2^\ paragraph for being 
indefinite. 

4. Within Claim 1 , lines 2-3 of the claim state "a first processor means for providing 
said processor with access..." In this case the limitation of "said processor" lacks 
antecedent basis. Additionally, "a first processor means for providing said first 
processor means with access" should be shortened to "a first processor means for 
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accessing" since a processor providing itself with access is just an unclear, irregular 
vyay of saying the same thing. 

5. Within Claim 5, lines 14-1 5 of the second page of the claim state "parameters of 
said specified program in said pool of memory." However, what is inserted into the pool 
of memory is register states of the supplemental processor executing the specified 
program. It is unclear what is intended by this use of "parameters." The examiner is 
assuming that it is meant to mean whatever program-related data is stored in the status 
registers of the processor executing said program at the time of its interruption. 

6. Claims 7-10 contain the same "parameters" antecedent basis and consistency 
issues as Claim 5. 

Claim Rejections - 35 (JSC § 103 

The following is a quotation of 35 U.S.C. 103(a) which fomris the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

7. Claims 1-4 and 8-10 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Quach (US Patent 6,625,749) in view of Hashemi (US Patent 5,491,787). 
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8. As per claim 1 , Quach (749) discloses a method for use in a computer system 
having a main memory and a first processor means (as shown in Figure 1 , there are two 
Execution Cores) for providing said processor with access to the register state of a 
supplemental processor (column 10 lines 30-40, the control and status registers are 
checked. This checking is not explicitly performed by the other processor, but this 
limitation is addressed using Hashemi (787), below), said supplemental processor 
othenA^ise inaccessible by said first processor, comprising: 

loading a program into said supplemental processor (as shown in Figure 3, the 
program is running on both processing cores while a discrepancy is not detected (step 
31), to run a program it must be loaded); 

executing said program in said supplementary processor to generate said 
register states of said supplementary processor (Figure 3 step 31); 

storing said register states in said main memory (Figure 4 step 440); and 

accessing said register state by said first processor (Figure 4 step 490). 

In the system disclosed by Quach (749), the saved states of both the first and second 
processors are parity-checked for valid complete or partial states (column 8 lines 33- 
38). Quach (749) does not expressly disclose which processor performs the checking 
of states, and thus does not strictly anticipate that the state of a first processor is 
checked by a second processor. Each state might be parity-checked by its own 
processor. 
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Hashemi (787) teaches a dual-processor system wherein the two processors alternate 
between shadowing and main operation (see abstract). Within this system, the shadow 
processor checks the execution of the other processor (column 3 lines 48-51). 

At the time of invention it would have been obvious to a person of ordinary skill in the art 
to modify the processor-state checking system disclosed by Quach (749) such that the 
two processors don't each parity check their own saved state. This modification would 
have been obvious because if a checking processor is faulty it may not detect faults the 
processor it is checking (Hashemi (787) column 1 line 66 through column 2 line 4) and 
thus the debugging processor also needs to be checked for correct operation (Hashemi 
(787) column 3 lines 19-21). 

9. As per claim 2, Quach (749) in view of Hashemi (787) discloses the method of 
claim 1 further including a program debugger operating on said main processor and 
wherein said method further includes: 

accessing said register state in said main memory by said debugger to debug 
said program (As shown in Quach (749) figure 4, elements 440-460, register states are 
saved to memory and are then checked for parity errors. In view of Hashemi (786), it 
would have been obvious that the parity checking of the saved register states be done 
by the other processor. This would have been obvious because if the processors do not 
check each other than a faulty processor may no detect faults in itself (Hashemi (787) 
column 1 line 66 through column 2 line 4). 
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10. As per claim 3, Quach (749) discloses the method of debugging a specified 
program that has been operationally interrupted (column 9 lines 1-4). nominally 
operating on a supplemental processor (see Figure 1, there are two processing cores), 
the register states of which cannot be directly accessed by a main processor operating 
a debugging program comprising: 

activating a secondary program in said supplemental processor to transmit 
register states of said supplemental processor, at the time said specified program is 
operationally interrupted, to memory (column 9 lines 5-21, the ERR routine stops the 
processor from further executing it's program and as shown in Figure 4 step 440, the 
register states are saved to memory); 

modifying parameters of said specified program in a memory pool accessible by 
said main processor (column 10 lines 22-27); and 

restoring operation of said specified program in said supplemental processor 
containing alterations generated in the debugging process (Figure 3 steps 380 and 
390). 

In the system disclosed by Quach (749), the saved states of both the first and second 
processors are parity-checked for valid complete or partial states (column 8 lines 33- 
38). Quach (749) does not expressly disclose the system wherein the register states 
are transmitted to the main processor and a debugging program on the main processor 
is used to debug the states. 
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Hashemi (787) teaches a dual-processor system wherein the two processors alternate 
between shadowing and main operation (see abstract). Within this system, the shadow 
processor checks the execution of the other processor (column 3 lines 48-51). 

At the time of invention it would have been obvious to a person of ordinary skill in the art 
to modify the processor-state checking system disclosed by Quach (749) such that the 
two processors don't each parity check their own saved state. This modification would 
have been obvious because if a checking processor is faulty it may not detect faults the 
processor it is checking (Hashemi (787) column 1 line 66 through column 2 line 4) and 
thus the debugging processor also needs to be checked for correct operation (Hashemi 
(787) column 3 lines 19-21). 

11. As per claim 4, Quach (749) discloses the method of debugging a specified 
program intended to operate on a supplemental processor (see Figure 1 , either core 
may be considered the supplemental processor), said supplemental processor having 
limited memory and flexibility (the processors anticipated by Quach (749) do not have 
unlimited memory or flexibility), the register states of which cannot be directly accessed 
by a read command from another processor comprising: 

reserving a pool of memory accessible to a debugging program processor 
(column 10 lines 21-24); 
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running a specified program, to be debugged, in said supplemental processor 
until instructions in said specified program cause operation of said specified program to 
cease (column 8 line 64 through column 9 line 2, the processor is executing a program 
in redundant mode until an error is detected, whereupon the processor jumps to an 
ERR); 

activating a secondary program in said supplemental processor to transmit 
register states of said supplemental processor, at the time said specified program is 
operationally interrupted, to memory (column 9 lines 5-15); 

modifying parameters of said specified program in a memory pool accessible by 
said debugging program processor (column 10 lines 22-27); and 

restoring operation of said specified program in said supplemental processor with 
program alterations modified in the debugging process (Figure 3 steps 380 and 390). 

In the system disclosed by Quach (749), the saved states of both the first and second 
processors are parity-checked for valid complete or partial states (column 8 lines 33- 
38). Quach (749) does not expressly disclose the system wherein the register states 
are transmitted to the main processor and a debugging program on the main processor 
is used to debug the states. 

Hashemi (787) teaches a dual-processor system wherein the two processors alternate 
between shadowing and main operation (see abstract). Within this system, the shadow 
processor checks the execution of the other processor (column 3 lines 48-51). 
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At the time of invention it would have been obvious to a person of ordinary skill in the art 
to modify the processor-state checking system disclosed by Quach (749) such that the 
two processors don't each parity check their own saved state. This modification would 
have been obvious because if a checking processor is faulty it may not detect faults the 
processor it is checking (Hashemi (787) column 1 line 66 through column 2 line 4) and 
thus the debugging processor also needs to be checked for correct operation (Hashemi 
(787) column 3 lines 19-21). 

12. As per claim 8, Quach (749) discloses the method of debugging a first processor 
unit employing a second processor operating a debugging program comprising: 

activating a secondary program in first processor to transmit register states of 
said first processor, subsequent to a time a specified program to be debugged is 
operationally interrupted, to memory (as shown in Figure 5b, the processor state is 
saved to memory where it is modified by the other processor with the correct register 
state, see also column 9 lines 5-15); 

modifying parameters of said specified program in a memory pool accessible by 
said second processor through the use of said debugging program in said second 
processor (column 10 lines 22-27); and 

restoring operation of said specified program in said first processor with 
alterations as created in the debugging process (Figure 3 steps 380 and 390). 
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In the system disclosed by Quach (749), the saved states of both the first and second 
processors are parity-checked for valid complete or partial states (column 8 lines 33- 
38). Quach (749) does not expressly disclose the system wherein the register states 
are transmitted to the main processor and a debugging program on the main processor 
is used to debug the states. 

In the system disclosed by Quach (749), the saved states of both the first and second 
processors are parity-checked for valid complete or partial states (column 8 lines 33- 
38). Quach (749) does not expressly disclose the system wherein the register states 
are transmitted to the main processor and a debugging program on the main processor 
is used to debug the states. 

Hashemi (787) teaches a dual-processor system wherein the two processors alternate 
between shadowing and main operation (see abstract). Within this system, the shadow 
processor checks the execution of the other processor (column 3 lines 48-51). 

At the time of invention it would have been obvious to a person of ordinary skill in the art 
to modify the processor-state checking system disclosed by Quach (749) such that the 
two processors don't each parity check their own saved state. This modification would 
have been obvious because if a checking processor is faulty it may not detect faults the 
processor it is checking (Hashemi (787) column 1 line 66 through column 2 line 4) and 
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thus the debugging processor also needs to be checked for correct operation (Hashemi 
(787) column 3 lines 19-21). 

13. As per claim 9, Quach (749) discloses a computer program product for 
debugging a first processor employing a supplemental processor (Figure 1 , the two 
execution cores), the computer program product having a medium with a debugging 
computer program embodied thereon, the debugging computer program comprising: 

computer code for transmitting and activating a secondary program in a first 
processor transmitting register states of said first processor, subsequent to the 
operational halting of said program requiring debugging, to said second processor 
(column 8 line 64 through column 9 line 2, the processor is executing a program in 
redundant mode until an error is detected, whereupon the processor jumps to an ERR 
and column 9 lines 5-15); 

computer code for modifying parameters of said specified program in a memory 
pool accessible by said second processor through the use of said debugging program in 
said second processor (column 10 lines 22-27); and 

computer code for restoring operation of said specified program in said first 
processor with alterations generated by the debugging process (Figure 3 steps 380 and 
390). 

In the system disclosed by Quach (749), the saved states of both the first and second 
processors are parity-checked for valid complete or partial states (column 8 lines 33- 
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38). Quach (749) does not expressly disclose the system wherein the register states 
are transmitted to the main processor and a debugging program on the main processor 
is used to debug the states. 

Hashemi (787) teaches a dual-processor system wherein the two processors alternate 
between shadowing and main operation (see abstract). Within this system, the shadow 
processor checks the execution of the other processor (column 3 lines 48-51). 

At the time of invention it would have been obvious to a person of ordinary skill in the art 
to modify the processor-state checking system disclosed by Quach (749) such that the 
two processors don't each parity check their own saved state. This modification would 
have been obvious because if a checking processor is faulty it may not detect faults the 
processor it is checking (Hashemi (787) column 1 line 66 through column 2 line 4) and 
thus the debugging processor also needs to be checked for correct operation (Hashemi 
(787) column 3 lines 19-21). 

14. As per claim 10, Quach (749) discloses a computer program product for 
authenticating code in a computer system, the computer program product having a 
medium with a computer program embodied thereon, the computer program 
comprising: 

computer code for transmitting and activating a secondary program in a first 
processor transmitting register states of said first processor, subsequent to the 
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operational halting of said program requiring debugging, to said second processor 
(column 9 lines 5-15); 

computer code for modifying parameters of said specified program in a memory 
pool accessible by said second processor through the use of said debugging program in 
said second processor (column 10 lines 22-27); and 

computer code for restoring operation of said specified program in said first 
processor with alterations generated by the debugging process (Figure 3 steps 380 and 
390). 

In the system disclosed by Quach (749), the saved states of both the first and second 
processors are parity-checked for valid complete or partial states (column 8 lines 33- 
38). Quach (749) does not expressly disclose the system wherein the register states 
are transmitted to the main processor and a debugging program on the main processor 
is used to debug the states. 

Hashemi (787) teaches a dual-processor system wherein the two processors alternate 
between shadowing and main operation (see abstract). Within this system, the shadow 
processor checks the execution of the other processor (column 3 lines 48-51). 

At the time of invention it would have been obvious to a person of ordinary skill in the art 
to modify the processor-state checking system disclosed by Quach (749) such that the 
two processors don't each parity check their own saved state. This modification would 
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have been obvious because if a checking processor is faulty it may not detect faults the 
processor it is checking (Hashemi (787) column 1 line 66 through column 2 line 4) and 
thus the debugging processor also needs to be checked for correct operation (Hashemi 
(787) column 3 lines 19-21). 

15. Claims 5 and 7 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Bebout (US Patent 7,124,404) in view of Wikipedia's RAM and Moreton (US Patent 
Application Publication 2004/0207630). 

16. As per claim 5, Bebout ('404) discloses Debugging apparatus comprising: 
a debugging processor (as shown in Figure 3, element 310); 

a supplemental processor (as shown in Figure 3, element 340); 

a specified program to be debugged installed for operation in said supplemental 
processor (column 2 lines 9-13); 

a communication path between and interconnecting said supplemental processor 
and said debugging processor (as shown in Figure 3, elements 322 and 323); and 

a debugging program operable to, 

activate a secondary program in said supplemental processor to transmit 

register states of said supplemental processor, at the time said specified program 

is operationally interrupted, to said debugging processor (column 6 lines 39-44); 
modify parameters of said specified program through the use of said 

debugging program in said debugging processor (column 6 lines 57-60), and 
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restore operation of said specified program in said supplemental 
processor with alterations modified in the debugging process (column 4 lines 66, 
the run command is available to resume operation). 

Bebout ('404) discloses that the debugger can modify the state of its respective CPU 
(column 5 lines 10-14), that the debugger allows the user to diagnose the status of the 
system (column 6 lines 39-40) and that the debugger has an updateable state that can 
reflect the current state of a CPU (column 7 lines 13-15). However, Bebout ('404) does 
not expressly disclose the debugging apparatus wherein the debug processor has an 
available pool of memory that is used for debug operations. 

Wikipedia's RAM teaches general information about random access memory. 

At the time of invention it would have been obvious to a person of ordinary skill in the art 
to modify the debug system disclosed by Bebout ('404) such that the debugger stores 
CPU state information to a memory. This modification would have been obvious 
because computers use RAM to hold program code and data during execution 
(Wikipedia's RAM, first sentence under Overview). 

Bebout ('404) in view of Wikipedia's RAM does not disclose the use of reserving 
memory. 
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Moreton ('630) teaches a method of arranging data within memory (see abstract). 

At the time of invention it would have been obvious to a person of ordinary skill in the art 
to modify the debug system disclosed by Bebout (*404) in view of Wikipedia's RAM such 
that a set of addresses are reserved for debug operations. This modification would 
have been obvious because when a memory location is accessed its neighboring 
locations are accessed simultaneously (Moreton ('630) paragraph 3). 

17. As per claim 7, Bebout C404) discloses Debugging apparatus comprising: 
a debugging processor (as shown in Figure 3, element 310); 
a supplemental processor in communication with said debugging processor (as 

shown in Figure 3, element 340); and 

a debugging program installed in said debugging processor and operable to, 

activate a secondary program in said supplemental processor to transmit 
register states of said supplemental processor to said debugging processor 
(column 6 lines 57-60, interrogation of the processor is done using RPC 
commands) subsequent to the time a specified program, installed therein to be 
debugged, is operationally interrupted (column 6 lines 39-44, the processor is 
stopped before reading out its state), 

modify parameters of said specified program (column 6 lines 57-60), and 
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restore operation of said specified program in said supplemental 
processor with alterations as created in the debugging process (column 4 lines 
66, the run command is available to resume operation). 

Bebout ('404) discloses that the debugger can modify the state of its respective CPU 
(column 5 lines 10-14), that the debugger allows the user to diagnose the status of the 
system (column 6 lines 39-40) and that the debugger has an updateable state that can 
reflect the current state of a CPU (column 7 lines 13-15). However, Bebout ('404) does 
not expressly disclose the debugging apparatus wherein the debug processor has an 
available pool of memory that is used for debug operations. 

Wikipedia's RAM teaches general information about random access memory. 

At the time of invention it would have been obvious to a person of ordinary skill in the art 
to modify the debug system disclosed by Bebout ('404) such that the debugger stores 
CPU state information to a memory. This modification would have been obvious 
because computers use RAM to hold program code and data during execution 
(Wikipedia's RAM, first sentence under Overview). 

Bebout (*404) in view of Wikipedia's RAM does not disclose the use of reserving 
memory. 
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Moreton ('630) teaches a method of arranging data within memory (see abstract). 

At the time of invention it would have been obvious to a person of ordinary skill in the art 
to modify the debug system disclosed by Bebout ('404) in view of Wikipedia's RAM such 
that a set of addresses are reserved for debug operations. This modification would 
have been obvious because when a memory location is accessed its neighboring 
locations are accessed simultaneously (Moreton ('630) paragraph 3). 

18. Claim 6 is rejected under 35 U.S.C. 103(a) as being unpatentable over Bebout 
('404) in view of Wikipedia's RAM. 

Bebout ('404) discloses Debugging apparatus comprising: 

a debugging processor (as shown in Figure 3. element 310); 

a supplemental processor (as shown in Figure 3, element 340); 

a specified program to be debugged installed for operation in said supplemental 

processor (column 4 lines 9-13) and in an operationally interrupted state (column 6 lines 

39-40); and 

a communication path between and interconnecting said supplemental processor 
and said debugging processor (as shown in Figure 3, elements 322 and 323); 

a secondary program in said supplemental processor operable, on command 
from said debugging processor, to transmit register states of said supplemental 
processor, at the time said specified program is operationally interrupted, to said 
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debugging processor (column 6 lines 57-60, RPC commands are used to interrogate 
the state of the supplemental processor). 

Bebout ('404) discloses that the debugger can modify the state of its respective CPU 
(column 5 lines 10-14), that the debugger allows the user to diagnose the status of the 
system (column 6 lines 39-40) and that the debugger has an updateable state that can 
reflect the current state of a CPU (column 7 lines 13-15). However, Bebout ('404) does 
not expressly disclose the debugging apparatus wherein the debug processor has an 
available pool of memory that is used for debug operations. 

Wikipedia's RAM teaches general information about random access memory. 

At the time of invention it would have been obvious to a person of ordinary skill in the art 
to modify the debug system disclosed by Bebout ('404) such that the debugger stores 
CPU state information to a memory. This modification would have been obvious 
because computers use RAM to hold program code and data during execution 
(Wikipedia's RAM, first sentence under Overview). 

Conclusion 

The prior art made of record on accompanying PTO 892 form and not relied upon is 
considered pertinent to applicant's disclosure. Specifically, Lee C274) teaches a 
processor that repeatedly stops and saves its execution state with the possibility of 
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instruction fix injection into its processing state and Austen ('470) teaches a system that 
stops all processors upon detecting a corruption and audits their registers to detect and 
correct a problem. 
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